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COMPARATIVE ANALYSIS OF SOFTWARE AND HARDWARE PLATFORMS FOR
DIGITAL TWINS AND SIMULATION SYSTEMS IN ROBOTICS EDUCATION

Abstract

This article presents a comparative analysis of the architectural and technical characteristics of software
and hardware platforms for digital twins and simulation systems used in robotics education. In this study, a
three-layer robotic information system architecture was modeled, consisting of a hardware layer
(microcontrollers, sensors, and actuators), a communication layer (MQTT, WebSockets, and OPC UA
protocols), and a virtual simulation layer (Webots, Gazebo, Unity 3D, NVIDIA Isaac Sim, Tinkercad, and
Wokwi). Technical evaluation metrics included data synchronization latency, physics engine fidelity,
Hardware-in-the-Loop (HIL) support, computational resource requirements, and telemetry data acquisition
capabilities. The results demonstrate that professional simulators provide high-accuracy physical modeling but
possess limited hardware integration and telemetry analytics capabilities. In contrast, digital twin platforms
based on Unity 3D and NVIDIA Isaac Sim support bidirectional real-time synchronization, loT integration,
and interaction with SQL/NoSQL databases, making them effective architectural solutions for robotic
information systems.

Keywords: Digital Twin, robotics, simulation systems, MQTT, Unity 3D, NVIDIA Isaac Sim, Gazebo,
Webots, l0T, information systems.

Introduction

The global economy and manufacturing sectors are currently undergoing a paradigm shift
toward the Fourth Industrial Revolution, widely recognized as Industry 4.0. This technological
transition demands highly qualified engineering personnel capable of developing, managing, and
maintaining automated systems, the Industrial Internet of Things (IIoT), and complex robotic
architectures. In this technological landscape, technical and vocational education training (TVET)
institutions, including colleges, play a critical role as the primary suppliers of technical professionals
who must be both adaptable to rapidly evolving market demands and equipped with rigorous practical
competencies [1].

However, a significant challenge arises as instruction in contemporary robotics typically
necessitates advanced, capital-intensive hardware, such as industrial manipulators, multi-sensor
stations, and high-precision actuators. Maintaining up-to-date physical laboratory equipment in
educational institutions introduces severe financial and logistical constraints. A viable mitigation
strategy for these constraints involves the strategic digital transformation of the educational
infrastructure. Specifically, virtual simulation systems and digital twin technologies offer a
sophisticated, cost-effective solution while simultaneously enhancing students' cognitive engagement
and hands-on comprehension [2].

From an information technology perspective, digital twins extend substantially beyond basic
three-dimensional graphics. They constitute integrated, cyber-physical software and hardware
infrastructures capable of bidirectional, real-time data exchange with a physical counterpart, thereby
accurately mirroring its mathematical models and empirical behavioral characteristics. To foster
students' professional aptitude in software engineering, embedded circuit design, and system
integration, it is crucial to deploy digital platforms that closely simulate authentic industrial
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production environments and provide direct interactive feedback loops [3].

Currently, both the commercial software market and the educational sector offer a wide
spectrum of options, ranging from professional engineering simulators such as the Robot Operating
System (ROS), MATLAB/Simulink, and Cyberbotics Webots, to streamlined, cloud-based web
emulation tools like Autodesk Tinkercad and Wokwi. Nevertheless, these platforms exhibit significant
disparities regarding their underlying software architectures, computational resource requirements,
Hardware-in-the-Loop (HIL) integration capacities, and their capability to capture a student’s "digital
footprint" for rigorous learning analytics [4].

Consequently, prior to designing an optimized, high-performance information system tailored
for educational robotics, it is necessary to systematically classify the architectural features of existing
software and hardware platforms and perform a comprehensive technical comparative analysis. This
investigation addresses both a relevant scientific challenge and a practical pedagogical necessity. The
primary objective of this research is to identify and analyze the structural and architectural
characteristics of contemporary simulation systems and digital twin platforms deployed in robotics
education. By conducting a systematic evaluation of their technical specifications, this study aims to
justify the optimal information technology solutions capable of facilitating the automated monitoring
and quantitative evaluation of students' cognitive and learning activities [5].

Materials and methods

To investigate the software and hardware platforms underpinning digital twins and simulation
tools in educational robotics, a methodological approach based on system analysis, structural
decomposition, and multilayer architectural design was deployed. Establishing an optimized
information structure during the integration of a robotic complex into an educational framework
constitutes a critical requirement, particularly regarding data flow management and the execution of
a closed-loop feedback mechanism.

To systematically evaluate the technical and operational functionality of existing platforms, the
comprehensive educational robotics framework was modeled as a three-tier architecture. This
structural approach provides a rigorous technical foundation to describe and analyze the interactions
of users with both virtual and physical environments throughout the learning workflow [6].

The foundational tier is designated as the hardware (physical) layer, which encompasses the
physical assets utilized within laboratory environments. The hardware components selected for
evaluation represent the computational and mechanical infrastructure standard in contemporary
technical colleges. Regarding the microcontroller and onboard computing segment, the analysis
incorporated Arduino architectures (Uno and Mega), STM32 microprocessors, ESP32 modules
characterized by integrated Wi-Fi and Bluetooth capabilities, and Raspberry Pi 4 single-board
computers configured for advanced robotic control sequences. Mechanical actuation was represented
by servomotors, stepper motors, and standard DC motors, integrated via L298N and PCA9685 driver
circuits. The sensory apparatus comprised ultrasonic distance sensors, infrared modules, MPU6050
gyroscopes, and digital optical cameras.

The intermediate tier comprises the data link and IoT layer, which functions as the primary
operational backbone of the integrated infrastructure. This layer facilitates real-time, bidirectional
data transfer between the physical hardware components and the corresponding virtual models,
serving as a critical prerequisite for architectural stability. Various communication interfaces and
protocols were systematically assessed within this framework. Wired data transmission was
established via bridge interfaces including USB-UART, 12C, and SPI to facilitate direct
communication with the simulation environment. For wireless telemetry, the primary emphasis was
placed on lightweight Internet of Things (IoT) protocols. The MQTT protocol was evaluated due to
its minimal network overhead, while WebSockets were examined for high-frequency data
synchronization with browser-based cloud applications. Additionally, the industrial interoperability
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standard OPC UA was integrated into the comparative analysis to simulate authentic manufacturing
environments [7].

The definitive tier is defined as the virtual (simulation) layer, which constitutes the software
environment responsible for executing the mathematical formulations, computing kinematic and
dynamic profiles, and rendering three-dimensional graphical assets. For the comparative
investigation, a heterogeneous selection of contemporary software platforms was analyzed. Within
the domain of professional and open-source simulators, the study evaluated Cyberbotics Webots and
the Gazebo ecosystem operated in conjunction with the Robot Operating System (ROS), both
utilizing high-precision physics engines such as ODE and Bullet. Within the framework of digital
twin development environments, investigations were directed toward Unity 3D, utilized as a versatile
engine for synthesizing kinematics and virtual laboratory interfaces, and NVIDIA Isaac Sim, an
industrial-grade deployment platform utilizing the PhysX engine alongside photorealistic ray-tracing
graphics. Furthermore, cloud-based web emulators, specifically Autodesk Tinkercad and Wokwi,
were incorporated to evaluate the execution of microcontroller source code and simplified circuit
layouts within standard web browser interfaces. The structural variations distinguishing professional
simulators, digital twin environments, and cloud-based emulators are graphically delineated in the
user interfaces presented in Figure 1.

Professional Simulator (Webots / Gazebo + ROS) B Digital Twin Interface (Unity 3D / Isaac Sim)
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Figure 1 — Graphical user interfaces of the analyzed robotic simulation and emulation platforms

Evaluation Metrics

To evaluate the selected platforms from an information systems perspective, a structured
framework comprising specific technical criteria and IT metrics was established. This systematic
approach ensures a consistent, side-by-side comparative analysis of the software and hardware
environments.

The primary evaluative metric was data synchronization latency. This parameter quantifies the
temporal delay, measured in milliseconds, between the mechanical execution of the physical robotic
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asset and the corresponding state update within the virtual representation. Minimizing this latency is
critical, as even marginal propagation delays can compromise the user's cognitive immersion and
operational precision.

A secondary critical determinant was Hardware-in-the-Loop (HIL) operational support. This
capability defines the capacity of a given simulation platform to ingest control signals directly from
a physical microcontroller and seamlessly integrate them into the virtual kinematics model. The
presence of robust HIL support is vital for validating the structural convergence of physical and digital
environments [8].

Furthermore, physics engine fidelity was evaluated to determine the computational accuracy
with which the simulation models gravitational forces, kinetic friction, rotational inertia, and spatial
collisions. While low-fidelity engines provide purely visual approximations, higher-fidelity
alternatives execute precise mathematical calculations of non-linear physical forces, which is an
essential prerequisite for rigorous robotics training.

Finally, systematic attention was directed toward telemetry and learning analytics capabilities.
This metric assesses the capacity of the platform architecture to automatically log granular user
interactions into structured SQL or NoSQL databases. The telemetry acquisition matrix targets
variables such as algorithmic compiler errors, simulation execution frequencies, and task completion
durations. This dataset functions as a quantitative instrument to analyze and measure student
cognitive engagement and learning behavioral patterns [9].

Results and discussion

A comprehensive architectural analysis was executed to evaluate the technical performance,
communication protocols, and data acquisition infrastructure of the designated software and hardware
platforms. The analytical framework was governed by a central investigative question: the extent to
which these virtualized environments optimize engineering cognition and foster proactive learning
behaviors within technical education demographics.

To facilitate a systematic evaluation of the analytical data, the investigated platforms were
classified into three distinct categories (Figure 2).

Classification of Virtual Environments
for Educational Robotics
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Figure 2 — Classification framework of virtual environments for educational robotics based on
professional simulators, digital twin design systems, and cloud-based emulators
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As a result of the study, the considered software programs were evaluated based on several
technical criteria and metrics. The evaluation was conducted by groups. The summarized results of
the performed structural and functional analysis are presented in Table 1.

Table 1 — Comparative analysis of technical characteristics of robotic simulation systems and digital

twin platforms
Technical Criteria and Professional Digital Twin Platforms Cloud Emulators
IT Metrics Simulators (Webots, (Unity 3D, NVIDIA (Tinkercad,
Gazebo) Isaac Sim) Wokwi)

System  Architecture | Local (Desktop | Hybrid Cloud (IoT /| Cloud SaaS (Web-

Type Application) Client-Server) based)

Data Synchronization | Limited (Internal | Bidirectional Real-time | None (Autonomous

Mode (Data Sync) software API only) (MQTT,  WebSockets, | virtual  execution
OPCUA) only)

Physics Engine | High (ODE, Bullet) Maximum Industrial | Basic (Logical /

Accuracy Grade (PhysX, RTX | Ideal physics only)
Ray-Tracing)

Hardware Integration | Medium (Requires | Very  High  (Direct | Low (Connection

(HIL Support) specific drivers and | connection  with  a | of virtual

ROS gateways) physical microcontroller) | components only)

Hardware Medium (CPU, basic | High (GPU, RTX Ray- | Minimal (Web

Requirements RAM) Tracing support | browser only)
required)

Student "Digital | Low (Via local log | Very High (Automated | Low (Task

Footprint" Collection | files) log transfer to SQL | verification level

(Telemetry & databases) only)

Analytics)

The comprehensive analysis demonstrates that each category of simulation platforms possesses
distinct institutional advantages and technical limitations within the contemporary educational
ecosystem. Professional simulators, such as Webots and the Gazebo/ROS ecosystem, exhibit high
fidelity and precision in computing the complex kinematics and dynamics of physical robotic
systems. Despite these mathematical advantages, their underlying software architecture demands an
advanced proficiency in the Linux (Ubuntu) operating system, deep competence in C++ or Python
programming, and the ability to manipulate intricate system configuration files. For college students
navigating the introductory phases of robotic engineering, this structural complexity establishes an
excessively high entry barrier. Consequently, such a steep learning curve frequently induces technical
frustration and anxiety, culminating in a measurable decline in cognitive engagement and student
proactive participation. Furthermore, these professional environments lack integrated telemetry and
built-in learning analytics tools, rendering the remote monitoring of student progression and
pedagogical intervention highly problematic [10].

In contrast, cloud-based emulators, specifically Tinkercad and Wokwi, offer a highly accessible
alternative characterized by low computational overhead and direct browser-based execution. These
platforms serve as efficient instructional tools for the rapid acquisition of foundational concepts in
electronic circuitry and microcontroller programming. However, their primary pedagogical utility is
severely constrained by the absence of a realistic physics engine. Within these virtual environments,
students are unable to simulate or experience critical physical variables such as structural mass,
kinetic friction, rotational inertia, or stochastic environmental disruptions, including surface
roughness and real-world traction variations. The omission of these dynamics poses a significant
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barrier to the cultivation of practical competencies aligned with actual industrial-grade engineering
standards.

The paradigm that aligns most rigorously with the strategic mandates of Industry 4.0 centers on
the deployment of Digital Twins developed via Unity 3D or the NVIDIA Isaac Sim platform. These
sophisticated frameworks offer profound architectural and hardware-software advantages that bridge
the gap between virtual experimentation and physical deployment. A primary mechanism of this
architecture is real-time telemetry, driven by robust communication protocols such as MQTT or
WebSockets. This framework enables the establishment of a continuous, bidirectional communication
loop between a physical robotic manipulator situated in a laboratory and its corresponding high-
fidelity virtual 3D model. When a student modifies the underlying control algorithms, the virtual
representation and the physical hardware execute synchronized movements. This immediate causal
loop generates a powerful gamification effect, thereby substantially multiplying intrinsic student
motivation and operational engagement [11].

Furthermore, the implementation of Hardware-in-the-Loop (HIL) simulation technology
optimizes both fiscal efficiency and safety protocol compliance. Through HIL configurations,
students interface physical microcontrollers, such as Arduino or ESP32 architectures, directly with
the workstation to deploy operational source code, while visualizing the resultant kinetic behavior
through a highly precise, simulated 3D model. This methodological approach effectively eliminates
the operational risks associated with mechanical collisions and structural damage to high-cost
laboratory instrumentation. Finally, these digital twin architectures facilitate advanced learning
analytics for the continuous monitoring of cognitive engagement. At the core information system
layer, every specific user interaction — ranging from simulation execution frequencies and the density
of logical errors in the compiled code to granular task completion timelines—is automatically
recorded as log data within structured databases such as SQLite or PostgreSQL, enabling objective,
quantitative evaluations of the learning process.

Conclusion

The comparative investigation into the hardware and software infrastructure of educational
robotics highlights a critical architectural divergence between advanced professional simulation
environments and entry-level emulation tools. Specialized high-fidelity platforms, specifically
Gazebo and Webots, present an overly complex operational overhead, creating an unsustainable entry
barrier for undergraduate students during introductory engineering courses. On the contrary,
ubiquitous cloud-based environments such as Tinkercad fail to replicate the complex kinematics and
multi-body physics intrinsic to industrial-grade robotic applications. This functional disparity
validates the necessity of developing hybrid technological frameworks that merge the rigorous
mathematical precision of professional simulation software with the accessible, browser-based
deployment models of modern cloud systems.

The analytical outcomes confirm that Digital Twins engineered via Unity 3D or the NVIDIA
Isaac Sim architecture yield superior technical and pedagogical outcomes. By establishing a fully
synchronized ecosystem structured as a Physical Robot <-> [oT Gateway <-> Virtual Model pipeline,
these configurations serve as highly effective mechanisms for expanding cognitive immersion and
student autonomy. The integration of an instantaneous, bidirectional telemetry loop eliminates
instructional latency, thereby transforming conventional laboratory exercises into highly interactive
engineering workflows.

Consequently, subsequent research initiatives will be dedicated to the structural synthesis and
system modeling of an optimized digital twin framework engineered for automated technical
curricula. The projected architecture is designed to unify a hardware microcontroller topology, an
optimized MQTT broker node, and a proprietary Unity 3D visualization canvas. Subsequent
empirical investigations will focus on integrating this deployed infrastructure into active university
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laboratory operations to establish a quantitative, statistically validated assessment of its long-term
operational and instructional utility.
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POBOTOTEXHUKAHBI OKbITYJIA KOJITAHBIUITBIH U®PJIBIK EI'T3IEP MEH
CUMYJIALUSAIIBIK )KYUAEJEPIIH BAT JAPTAMAJIBIK-AIIIIAPATTBIK,
HHIIAT®OPMAJIAPBIH CAJIBICTBIPMAJIBI TAJIJAY

Tyiiin

Makasana OiniM Oepy poOOTOTEXHHMKACHIHAA KOJIAHBUIATBIH HUQPIILIK €ri3aep MEH CHMYJISIHMSIIBIK
KyhenepaiH OarmapiaMalbIK-alnapaTThlK IDIaT(GopManapblHBIH —apXUTEKTYPAIbIK JKOHE TEXHUKAJIBIK
CPEKILETIKTepiHe KYHeTl CaNbICTRIpMalbl Tajjiay Kacaabl. 3epTTey OapbhIChIHAA POOOTOTEXHUKAIBIK
KEIICHISPAIH YII IEHTCHII aKmapaTThIK KYPBUIBIMBI MoJenbacH . OHBIH KYpaMbIHA alIapaTThIK ICHreH
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(MHKpPOKOHTpOJIIEpIIEp, CEHCOpIap KOHE aTKapyllbl MeXaHM3M[ep), KOMMyHHKauusuiblK aeHredn (MQTT,
WebSockets, OPC UA xaTTtamanapsl) K9He BUPTYaIbl CUMYJISIIUSUTBIK aeHreit (Webots, Gazebo, Unity 3D,
NVIDIA Isaac Sim, Tinkercad, Wokwi) enrizingi. [lnardopmanapast Oaramay mMakcaThIHIAa IepeKTepmi
CHHXPOHJIAY Kifipici, Gpu3HKaIbIK Monenbaey nonairi, Hardware-in-the-Loop (HIL) TexHonoOrusichiH Koniay
MYMKIHJITI, €CemnTey pecypcTapblHa KOWBUIATBIH TaJlalTap MKOHE TENEeMETPHUSIIBIK MOJIIMEeTTep MEH
CTYINEHTTEpHIH «IUPPIBIK 13iH» XUHAY (PYHKUMSIApHl CHAKTHI KemeHai I[T-meTpukamap KOMAaHBUIIHL
3epTTey HOTHKENEepi KOpceTKeHAeH, KociOn cuMynsTopiaap (U3MKAIBIK MPOLECTEPi KOFaphl ASJIIKIICH
MO/JIeJIbACTEHIMEH, OJIapAbIH annapaTThlK WHTETPALHs KOHE TEeJIEMETPUSUIBIK Talfay Kypajaapbl HIeKTeyIIi.
Axn Unity 3D sxone NVIDIA Isaac Sim HeriziHzmeri mudpislk erizaep miardopmaiapbl HAKTHl YaKbITTaFbl
eKiKaKkTbl cuHXpoHaaynbl, loT-unterpanususl xoHe SQL/NoSQL nepextep KopnapbiMeH OaillaHBICTHI
TONBIK ~KaMTaMacbl3 ETETIHIIKTeH, pOOOTOTEXHUKAIBIK aKmapaTThIK JKyielep YIIiH eH THIMIl
APXUTEKTYPAIIBIK MIEITM PETiHAE alKbIHIAIIbI.

Kinrrik ce3aep: nudpibik eri3, poOOTOTEXHUKA, CUMYISIUSUIBIK Kyiienep, MQTT, Unity 3D, NVIDIA
Isaac Sim, Gazebo, Webots, loT, akmapaTTbIK xkyienep.
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CPABHHTEJII)I!LIFI AHAJIA3 ITPOI'PAMMHO-AIIITAPATHBIX IIVIAT®OPM
HUPPOBBIX IBOMHUKOB U CUMVYJIAIMOHHBIX CUCTEM B OBYYEHUU
POBOTOTEXHHUKH

AHHOTanUusA

B crarbe mpencTaBieH CpaBHHUTENIBHBIH aHAINW3 apXUTEKTYPHBIX M TEXHHYECKHX XapaKTEPHCTUK
[IPOTPaMMHO-aMIAPATHRIX IaTGOPM IHU(POBEIX JBOWHUKOB M CUMYISIUOHHBIX CHCTEM, NMPHUMEHSIEMBIX B
oOpazoBarelibHOH pOoOOTOTEXHUKE. B Xome wWcciemoBaHusi CMOAETHPOBaHA TPEXYpPOBHEBAs apXUTEKTypa
POOOTOTEXHUYECKOH MHPOPMAIIMOHHOM CUCTEMBI, BKJIIOYAIOIIAs allllapaTHbIA ypOBEHb (MUKPOKOHTPOJIIEPHL,
CEHCOPBI M MCIIOIHUTENbHbIE MEXaHU3Mbl), KOMMYHUKAIIMOHHBIA ypoBeHb (nmpotokoisl MQTT, WebSockets,
OPC UA) u ypoBenb BupTyaibHO# cumymsnun (Webots, Gazebo, Unity 3D, NVIDIA Isaac Sim, Tinkercad,
Wokwi). [Iis KOMIUIEKCHOM OIICHKH IUIaT(OPM HCIIOJIb30BAINCh Takue IT-MeTpuku, Kak 3ajiepiKka
CHUHXPOHHM3ALUK JaHHBIX, TOYHOCTb (PM3MUYECKOr0 JIBHXKKA, MozJepxka TexHomornn Hardware-in-the-Loop
(HIL), TpeboBaHus K BEIYHCIUTENLHBIM pECypcaM, a Tak’kKe BO3MOXKHOCTH cOOpa TeIEMETPHH U «IIUPPOBOTO
ciena» oOyuaromuxcs. [lodydeHHbIe pe3yibTaThl JEMOHCTPHPYIOT, YTO MPOQEeCcCHOHATIBHBIE CUMYISTOPHI
00ecreunBalOT BBICOKYIO TOYHOCTb (PM3NUECKOTO MOJIEITHPOBAHUS, OAHAKO O00JaJaloT OrpaHMYCHHBIM
(YHKIMOHAJIOM ISl anapaTHON MHTETrpaluy U TeJeMeTpUIecKol aHaIuTUKU. B cBotO ouepens, miaTthopMel
mudpoBbix nBoiHUKOB Ha 0Oaze Unity 3D m NVIDIA Isaac Sim mnojmepuBarT JIBYCTOPOHHIOK
CHUHXPOHHU3AIIMIO B peajibHOM BpeMeHH, loT-unrerpanuto u B3aumoseiicteue ¢ 6azamu ganabix SQL/NoSQL,
4ro JenaeT ux HauOonee S(PEKTHBHBIM apPXUTEKTYPHBIM pEIICHHEM Uil POOOTOTEXHUYECKHX
WH(OPMAIIOHHBIX CHCTEM.

KaroueBrblie ciioBa: udppoBoil JBOWHHUK, pOOOTOTEXHHUKA, cuMysinoHHble cucteMbl, MQTT, Unity
3D, NVIDIA Isaac Sim, Gazebo, Webots, [oT, nuapopManimoHHbIE CHCTEMBI.
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